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Claims 

[ci] What is claimed is: 

1. An inverse l<ey evaluation circuit for a crypto- system, 
the inverse key evaluation circuit comprising: 
a key-receiving module comprising an N-bit register 
which comprises m groups of registers for receiving an 
N-bit key which comprises m groups of keys, the m 
groups of keys stored in the m groups of registers re- 
spectively, both of N and m being power-of-two integers 
larger than two; and 

an inverse key evaluation module comprising m XOR 
logic gates and a digital data processing module for in- 
versely evaluating to generate a plurality of pre-keys in 
sequence according to the keys received by the key- 
receiving module; 

wherein the keys stored in the N-bit register are re- 
placed in sequence by the pre-keys which are obtained 
by utilizing the inverse key evaluation module to process 
the keys once. 

[c2] 2.The inverse key evaluation circuit of claim 1 wherein 
the value of N is 128 and the value of m is 4, the key re- 
ceived by the key-receiving module at first is inverse 



evaluated ten times to generate ten pre-keys in order. 

[c3] 3. The inverse l<ey evaluation circuit of claim 1 wherein 
the digital data processing module in the inverse key 
evaluation module is electrically connected to the m XOR 
logic gates, the digital data processing module compris- 
ing: 

a byte rotator for inverting the order of a plurality of 
bytes in the N-bit key; 

a byte substituter electrically connected to the byte rota- 
tor for substituting a plurality of predetermined bytes for 
the bytes in the N-bit key; and 
a byte disturber for generating a disturbing value ac- 
cording to a predetermined disturbing table and utilizing 
the disturbing value to perform an XOR operation with 
the bytes in the N-bit key. 

[c4] 4.The inverse key evaluation circuit of claim 1 wherein 
the inverse key evaluation circuit further comprises a 
register electrically connected to the inverse key evalua- 
tion module for storing a key obtained through one in- 
verse key evaluation, wherein the key storing in the reg- 
ister is replaced by a pre-key generated from the key 
through one inverse key evaluation. 

[c5] S.The inverse key evaluation circuit of claim 1 wherein 
the crypto-system is qualified to an advanced encryption 



standard (AES). 



[c6] 6.The inverse key evaluation circuit of claim 5 wherein 
the crypto- system is applied to a wireless LAN. 

[c7] 7.A decrypting method for decrypting an N-bit enci- 
phered text string to a corresponded N-bit plain text 
string, N being a power-of-two integer larger than two, 
the decrypting method comprising: 
providing a key and the enciphered text string; 
utilizing an inverse key evaluation module to sequentially 
generate a plurality of pre-keys of the key; and 
using the key and the pre-keys generated from the key 
to perform a plurality of corresponding decryption oper- 
ations for decrypting the enciphered text string to the 
plain text string. 

[c8] 8. The method of claim 7 wherein the method further 
comprises using a register to store the key and the pre- 
keys sequentiallygenerated from the key, the key stored 
in the register is sequentially replaced by a next pre-key 
which is obtained by utilizing the inverse key evaluation 
module to process the key once. 

[c9] 9. The method of claim 7 wherein the key is a N-bit key, 
in which N is equal to 128, and 10 pre-keys can be ob- 
tained in order from the key via the inverse key evalua- 



tion module. 



[cio] 10. The method of claim 9 wherein the inverse key eval- 
uation module comprises m XOR logic gates and a digital 
data processing module to perform a plurality of inverse 
key evaluations according to the key and sequentially 
generate a plurality of pre-keys corresponding to the 
key, m being a power-of-two integer larger than two. 

[cii] 11. The method of claim 10 wherein the digital data pro- 
cessing module is electrically connected to the m XOR 
gates, the digital data processing module comprising: 
a byte rotator for inverting the order of a plurality of 
bytes in the N-bit key; 

a byte substituter electrically connected to the byte rota- 
tor for substituting a plurality of predetermined bytes for 
the bytes of the N-bit key; and 
a byte disturber for generating a disturbing value ac- 
cording to a predetermined disturbing table and utilizing 
the disturbing value to perform an XOR operation with 
the bytes in the N-bit key. 

[ci2] 12. The method of claim 7 wherein the method is quali- 
fied to an advance encryption standard (AES). 

[ci3] iS.The method of claim 12 wherein the method is ap- 
plied to a crypto-system in a wireless LAN. 



[ci4] 14. A crypto- system for performing a plurality of en- 
cryption operations and a plurality of decryption opera- 
tions, the crypto-system comprising: 
a key-generating module for providing a plurality of 
keys, the key-generating module comprising: 
a forward key evaluation circuit for generating a plurality 
of post-keys of an original key according to the original 
key until generating the last key; 
an inverse key evaluation circuit for generating a plural- 
ity of pre-keys of the last post key according to the last 
post-key until generating the original key; and 
at least one register for storing the original key and the 
last post-key; 

an encryption module electrically connected to the key- 
generating module for sequentially performing a plural- 
ity of corresponding encryption operations according to 
the original key and the post-keys sequentially gener- 
ated, which are provided by the forward key evaluation 
circuit, to encrypt a plain text string to a corresponding 
enciphered text string; and 

a decryption module electrically connected to the key- 
generating module for sequentially performing a plural- 
ity of corresponding decryption operations according to 
the last post-key and the pre-keys sequentially gener- 
ated, which are provided by the inverse key evaluation 



circuit, to decrypt an encipliered text string to a corre- 
sponding plain text string. 

[ci5] 15. Tlie crypto- system of claim 14 wherein the encryp- 
tion module is a ROM-based encryption module com- 
prising a plurality of ROMs for storing algorithms corre- 
sponding to the plurality of encryption operations and 
related application programs. 

[ci6] 16. The crypto-system of claim 14 wherein the plain text 
string, the enciphered text string, and the plurality of 
keys are all 128-bit digital data. 

[ci7] 17. The crypto-system of claim 14 wherein the inverse 
key evaluation circuit comprises: 
a key-receiving module for receiving the last key; 
an inverse key evaluation module comprising a plurality 
of XOR logic gates and a digital data processing module 
for generating a plurality of pre-keys according to the 
last key received by the key-receiving module until gen- 
erating the original key; and 

a register electrically connected to the inverse key evalu- 
ation module for storing a key obtained through one in- 
verse key evaluation, the key stored in the register re- 
placed by a pre-key obtained from the key through one 
inverse key evaluation. 



[ci8] 18. The crypto- system of claim 14 wherein the crypto- 
system is qualified to an advance encryption standard 
(AES). 

[ci9] 19. The crypto-system of claim 18 wherein the crypto- 
system is applied to a wireless LAN. 



